ABSTRACT
Introduction
Recently, a variety of crypto-systems have been proposed. Many of them are based on chaotic systems [1] [2] [3] [4] [5] which possess good cryptographic characteristics. Chaos systems have many important features like ergodicity, sensitivity to initial condition, sensitivity to control parameters and randomness. These features are very important in cryptography as they form the basis of some new and efficient ways to develop encryption algorithms for secure digital image transmission over the Internet and through public networks. In addition, most of the chaos-based image cryptosystems are based on a single chaotic system. And it is possible according to the chaos theory to extract some useful information about the chaotic system from its orbit, which makes chaotic systems insecure [6] [7] [8] . To overcome these drawbacks, some techniques such as multiple chaotic systems [9] [10] [11] [12] , high-dimensional chaotic systems [13] [14] [15] , multiple iterations of chaotic systems, and many other techniques have been proposed to improve chaos-based ciphers [6, 16] . To be used in cryptographic applications, a chaotic system must sat isfy two important characteristics; its large key space, to resist bruit force attacks, and its ability to generate a sequence that has a uniform invariant density function to make it resistant to statistical attacks. The problem is that not all chaotic systems satisfy these characteristics. For example, the chaotic logistic map is widely used to design cryptosystems. The known one-Dimensional logistic map is defined as
. Mi et al. [17] proposed a chaotic encryption scheme based on randomized arithmetic coding using the logistic map as the PRBG. In [18] , Kanso and Smaoui proposed two Pseudo Random Bit Generator (PRBG) for stream cipher applications. The first is based on a single 1-D logistic map and the second is based on a combination of two logistic maps. The logistic map is weak in security because it neither satisfies the uniform distribution property nor does its key space [19, 20] . For this map, the key size is determined by the initial value 0 x and the control parameter  ; 50 bits with a precision of 10 -14
. In [11] , Patidar and Sud proposed a PRBG for stream cipher applications based on two chaotic standard maps running side-by-side and starting from randomly inde pendent initial conditions. The pseudo random bit sequence is generated by comparing the outputs of both the chaotic standard maps. They presented the detailed results of the statistical testing on generated bit sequences, using two statistical test suites: the NIST [21] and the DIEHARD [22] . Thus, the need to find a secure and efficient chaotic-based cryptosystem motivates us to propose a new scheme which consists of using the standard chaotic map and the Engle Continued Fractions (ECF) map. The use of ECF-map increases the complexity of a cryptosystem based only on standard chaotic system and thus makes difficulties in extraction of information about it. In addition, ECF-map conserves the cryptography properties of the chaotic system; like sensitivity to initial values/control parameters, non periodicity and randomness; and adds interesting statistical properties such uniform distribution density function and zero co-correlation.
The rest of this paper is organized as follows. In Section 2, we discuss the CF theory and we present a brief description of the ECF-map along with some important features. Section 3 details our proposed PRBG for stream cipher applications. In Section 4, we analyze the security of the proposed PRBG and discuss experimental results based on statistical testing. The concluding remarks are given in Section 5.
Continued Fraction
Continued fractions (CF) [23] [24] [25] [26] refer to all expressions of the form: 
Where i a (i > 0) are the partial numerators, i b are the partial denominators, 0 b is the integer part of the continued fraction and x is a real number.
Hartono et al. [27] introduce a new continued fraction expansion, called Engel continued fraction (ECF) expansion.
The Engel continued fraction (ECF) map
For any
, the ECF-map generates a new and unique continued fraction expansion of x of the form:
, and define:
We describe the method for generating the ECF-continued fraction expansion of x as follows. From the theorem presented in [27] , if we let
then x has a finite ECF-expansion (i.e.,
In this paper, we pay most attention to the following sequence:
The sequence
0,1 and uniformly distributed for almost all points x (for a proof see [27] ). So, the ECF-map generates a random and unpredictable
Z x  with a uniform distribution. These properties, which are very useful in cryptography, motivate us to propose a new PRBG for stream cipher applications based on ECF-map.
The Proposed Pseudo Random Bit Generator Algorithm
In this section, we describe the process of the proposed PRBG. The first step in designing the proposed PRBG is to choose an n-Dimensional chaotic map [10, 28] . Choosing maps for encryption algorithms is the most important task. The use of chaotic maps can make the output very sensitive to the input and in our PRBG, the outputs of the chosen chaotic map are used as the input to the ECF-map for generating sequences with desirable chaotic and statistical properties. In the proposed PRBG, we suggest to use the standard map due to their good chaotic properties like sensitivity to the initial values, sensitivity to the control parameter and its large key space. The 2-D map function known as the standard map is defined by:
Where j x and j y are taken modulo 2 . The secret key in the proposed PRBG is a set of three floating point numbers and one integer  
is the initial values, 0 p is the control parameter value which can have any real value greater than 0 . 18 and 0 N is the number of initial iterations of the standard chaotic map. The standard map has a good chaotic properties and a large key space of the order 157 bits [10] with an accuracy of 14 
10
 . This key space is sufficient enough to resist the brute-force attack. In the following paragraph, we give the detailed procedure to generate pseudo random binary sequences using the standard and ECF maps. We define a function
Where   j Z is the set calculated according to (6) using ECF-map. In addition, assuming that we have defined a function
x to a discrete bit symbol as follows:
We propose to use the 2-D standard map, with parame-
are the initial values and 0 p is the control parameter of the chaotic map. Firstly, we propose to iterate the chaotic map 0 p times. And the operation procedures of the proposed PRBG are described as fol- 
3)
Step 3: Finally, the sequence
represents the random binary sequence and it is generated by:
The standard and ECF maps are iterated until the generation of a key stream with length N. In order to generate the random binary sequence   1
a  has to be created using the standard map. From a cryptographic point of view, the sequence
is not good enough for designing a PRBG because it is not random. Therefore, we propose to use the ECF-map to convert the generated sequence   1 
Statistical Tests
In this section, we apply the statistical test suite designed by NIST [21] to verify the randomness of the binary sequences generated by our PRBG. The NIST test suite includes 16 independent and computationally intensive statistical tests. These tests are useful in detecting deviations of a binary sequence from randomness. The 16 tests can be classified into two categories:
1) Non-parameterized tests: Frequency (monobit) test (FT), Runs test (RT), Test for longest run of ones in a block (LROT), Lempel-Ziv compression test (LZT), Binary matrix rank test (MRT), Cumulative sums test (CST), Discrete Fourier transform (spectral) test (SPT), Random excursions test (RET) and Random excursions variant test (REVT). 2) Parameterized tests: Frequency test within a block (BFT), Approximate entropy test (AET), Linear complexity test (LCT), Maurer's universal statistical test (MUST), Serial test (ST), Overlapping template matching test (OTMT) and Non-overlapping template matching test (NOTMT). The detailed description of all 16
tests of NIST suite can be found in [21] .
Statistical Analysis of the Proposed PRBG
First, the generator should produce a binary sequence of 0s and 1s of a given length N. Next, we invoke the NIST Statistical Test Suite using the generated sequence. Finally, a set of p_values for each statistical test will be generated by the test suite. Based on these p_values, a conclusion regarding the quality of the sequences can be drawn. The significance level  for all tests in NIST Suite is set to 0.01. A p_value less than  would mean that the sequence is non-random. If a p_value is greater than  , we accept the sequence as random. In Table 1 Table 1 shows the p_values of each test of the sequences with and without applying the ECF-map. It is clear that some tests failed if the sequence is simply generated from the standard map.
However, a noticeable improvement is observed if we use standard map with the ECF-map, as all the tests are passed.
The Interpretation of Empirical Results
The interpretation of empirical results can be conducted in a number of ways. Two approaches have been adopted: 1) The examination of the proportion of passing sequences: in the final analysis report file generated by the NITS statistical suite, a value called the proportion was listed for each test. The proportion is the number of sequences having a p_value greater than the significance level  , divided by the total number of bit sequences tested, i.e the percentage of passed tests. NIST specifies a, range of acceptable proportions. The range is determined by using the confidence interval defined as confidence interval is 0.99 0.029849  and then the range of acceptable proportion is from 960150 . 0 to 019849 . 1 . Table 2 and 3 present the proportions of all tests. Figure 1 shows the proportion for all tests. Since the proportion for each test is within the range, so we are confident to accept the sequence as random bit sequence.
2) The examination of p value's uniformity: The distribution of p_values is examined to ensure uniformity. For this, the interval between 0 and 1 is divided into 10 where i F is the number of p_value's in the sub-interval i and m is the sample size. Next, a p_value of the p_value's is calculated as:
where igamc is the incomplete gamma function, (for more detail you can refer [29, 30] random bits. The sequences were generated from the proposed PRBG by using different keys. Referring to Table 2 and 3, it is clear that the p_values are uniformly distributed. In Figure 2 , we have graphically presented the computed p_value T for all tests with the threshold value 0.0001. In addition, Figure 3 shows the histograms of p_values for runs and serial tests. We can see that the p_values are uniformly distributed.
Conclusions
In this paper, the ECF-map has been presented and then used to design a new PRBG for stream cipher applications. This new pseudo random generator is based on the standard map with large key space and the ECF-map to generate a key stream with good cryptographic properties. The use of the ECF-map increases the randomness of the proposed PRBG. The detailed analysis done by NIST statistical test Suite demonstrates that the proposed PRGB is suitable for cryptography.
